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(draft) Concept Note 
1. Background/Context
In the era of the digital society where people can fully utilize the capabilities of ICT, quality of our life will depend on how much better we are able to live together with digitalized data. This can be called "Data Driven Society”, where, at any point in the data lifecycle, there is innovation or the use of a new technology or service. As an example, this could be the use of IoT in data generation, Big data in collection, Artificial Intelligence (AI) in analysis, Blockchain in transmission and the use of the Clouding storage. However, cyber threats that hinder ICT development and innovation of data based service remain constant, and in terms of their intensity and vastness of damage to society, international cooperation and collaboration are required in addition to individual, enterprise and domestic efforts.

Cybersecurity is one of the work items of the Strategic Plan of the APT for 2015-2017, which is at present in its final year. In these connections, the 8th APT Cybersecurity Forum (CSF-8) is being organized under the topic “Cybersecurity on Data Driven Society”, to address the security aspects of data utilization in the digital society including personal data protection and privacy issue. It is also expected to discuss current trends and threats -as seen by government, industry, and society- in facilitating an enabling environment/framework where there is a reasonable balance between utilization and protection of data. 

2. Objectives 
This year’s CSF-8 is aimed at focusing on cybersecurity and privacy issues on ‘Data Driven Society’ with specific emphasis on some of the hot topics such big data, IoT, clouding and cross-border data flow as well as emerging cyber threats. 
The specific objectives for CSF-8 are: 
· To discuss issues on cybersecurity policy and regulations in ‘Data Driven Society’ through roundtable panel deliberation;
· To provide an update on emerging cybersecurity threats;

· To exchange an information on implementing and/or planning to implement polices/regulations in cybersecurity measures and utilization of data;
· To address the impacts of data in digital society with highlight on cross-border data flow, security and privacy in the Asia-Pacific region;
· To introduce an international cooperation and collaboration for improving secure utilization of data;

· To update the implementation of the cybersecurity during the period of the Strategic Plan of the APT for 2015-2017; and

· To identify issues for the draft Strategic Plan of the APT for 2018-2020.
3. Expected outcomes
The agenda of the CSF-8 will cover all targeted areas mentioned in the objectives of the workshop, and to discuss presentations from different stakeholders including government bodies, industries, academic institutions, and international organizations as well. The provisional agenda and tentative programme of CSF-8 are enclosed herewith and annexed to the concept note (See Annex A and B for more information). 
Specific outcomes include but not limited to:

· Update participants on hot and key issues of cybersecurity and utilization of data;
· Promote better understanding on cybersecurity on data-driven ICT services through discussions among participants;
· Deepen understating on thematic sessions on various programme topics;
· Exchange and disseminating the best practices and experiences in cybersecurity;
· Update the implementation status for current Strategic Plan 2015-2017;
· Identify key issues in the draft APT Strategic Plan 2018-2020;
· Build up participant’s knowledge and expertise on free data flow;
· Promote awareness on importance of international collaboration for cybersecurity.
4. Timing and location

CSF-8 will be organized in cooperation with Bangladesh Telecommunication Regulatory Commission (BTRC) on 24-26 October 2017, in Dhaka, Bangladesh. Details are provided with the CSF-8 programme document.
5. Participation
All APT Members, Associate Members, Affiliate Members, International/Regional Organizations, and eligible Non-Members can participate in the forum. Non-members, with the discretion of the Secretary General of the APT, can attend the Forum as an “Observer” by paying a Registration Fee in consultation with the relevant Member Administration as appropriate.
6. Contact persons
	APT Secretariat :
Asia-Pacific Telecommunity

12/49 Soi: 5, Chaeng Watthana Road

Bangkok 10210, Thailand

Tel: + 66 2 573 0044 

Fax: +66 2 573 7479
Ms. Kullasap Yanyathip

Program Secretary

Email: kullasap@apt.int; aptcsf@apt.int 
Ms. Elisha Rajbhandari

Assistant Project Coordinator

Email: elisha@apt.int; aptcsf@apt.int 
	Local Secretariat:
Bangladesh Telecommunication Regulatory Commission (BTRC)


Annex A 
Provisional Agenda
“Cybersecurity on Data Driven Society”
1. Opening

2. Adoption of Agenda

3. Outcomes of the 40th Session of APT Management Committee of the APT relevant to CSF
4. Implementation Status of the Strategic Plan of the APT for 2015-2017

5. Status of draft Strategic Plan of the APT for 2018-2020
6. Roundtable on “Data Driven Society and Cybersecurity”
7. Thematic Sessions: 
· Emerging cyber threats
· IoT, Big data, and its security
· Cloud platform and security as services
· Privacy and data protection
· Cross-border data flow
· Members/Industry initiatives in cybersecurity
· International cooperation and collaboration 
8. Update of the Implementation Status of the Strategic Plan of the APT for 2015-2017

9. Issues to be included in the draft Strategic Plan of the APT for 2018-2020
10. Any other matters
11. Closing 
Annex B 
Tentative Programme of the 8th APT Cybersecurity Forum (CSF-8)
“Cybersecurity on Data Driven Society”
	TIME
	PROGRAMME

	Time
	Day 1 – 24 October 2017

	09:30 – 10:00
	Opening 
· Welcome Address – APT

· Inaugural Address – Bangladesh Telecommunication Regulatory Commission (BTRC)
· Presentation of token of appreciation
 (Group Photograph)

	10:00 – 10:30
	Coffee/Tea Break

	10:30 – 10:45
	Session 1– Plenary 
· Adoption of the Agenda
· Outcomes of the 40th Session of the Management Committee of the APT
· Implementation Status of the Strategic Plan of the APT for 2015 – 2017

· Status of the draft Strategic Plan of the APT for 2018 – 2020

	10:45 – 12:15
	Session 2 – Roundtable on Data Driven Society and Cybersecurity
This session will be in progress with brief addresses on data revolution, its impact on society and cybersecurity trends which followed by panel discussion. The Roundtable will invite a high-level government officials and high-level representatives from telecom industry, internet community and cybersecurity community to address regional challenges and opportunities. 
Moderator: Mr. Masanori Kondo, Deputy Secretary General of APT
· Brief addresses; what’s the Data Driven Society?
· Panel discussion on Cybersecurity trends and enabling environment for

· effective data utilization and protection
· Q&A

Panelists:

· High–level officials from the Member Administrations and high-level representatives of telecom industry, internet community, and international organizations

	12:15 – 14:00
	Lunch Break

	14:00 – 15:30
	Session 3 – Emerging cyber threats 
The session discusses recent cases and incidents of emerging cybersecurity threats including financial data infringement and ransomware attacks which affected data of at least 2,000 individuals and organizations worldwide in June 2017.
Moderator: (TBD)

Speakers:

· Members Administrations
· Cybersecurity operation entity (such as KISA/Korea, ETDA/Thailand)

	15:30 – 15:45
	Coffee/Tea Break

	15:45 – 17:15
	Session 4 – IoT, Big data and its security

This session introduces new trends of IoT and data analytic industry, and what will be the security and privacy issues in data driven society.

Moderator: (TBD)

Speakers:

· Members Administrations
· Industry representatives

· Cybersecurity regulators

	18:00 - 
	Welcome Dinner (hosted by BTRC)

	Time
	Day 2 – 25 October 2017

	09:00 – 10:30
	Session 5 – Cloud platform and security as services

 This session discusses an increasingly evolving security as services issues regarding cloud-based database. 
Moderator: (TBD)

Speakers:

· Members Administrations
· Industry representatives (such as Amazon, IBM, Oracle, etc.)

	10:30 – 10:45
	Coffee/Tea Break

	10:45 – 12:15
	Session 6 – Privacy and data protection 

The session discusses issues of privacy regarding utilizing personal data and discusses technical and regulatory approaches to enhance privacy such as anonymization, de-identification and data protection.

Moderator: (TBD)

Speakers:

· Members Administrations

· Cybersecurity and data protection regulators

· Industry representatives (such as OTT players)

	12:15 – 14:00
	Lunch Break

	14:00 – 15:30
	Session 7 – Cross-border data flow – PART I
 This session shares issues of secure and free flow of data as enabling component for socio-economic development in the region, and identifies the regulatory frameworks to facilitate cross-border data flow without retreating privacy. 
Moderator: (TBD)

Speakers:

· Members Administrations

· Industry representatives (such as GSMA, Telenor, etc.)

	15:30 – 15:45
	Coffee/Tea Break

	15:45 – 18:00
	Session 8 – Cross-border data flow – PART II

The session is a panel discussion focusing on the issues to be considered to simulate and to facilitate free flow of data, and more issues around security, privacy, data localization and data sovereignty can be further discussed.  

Moderator: Mr. Masanori Kondo, Deputy Secretary General of APT
Speakers:

· Members Administrations
· Industry representatives (such as Google, and Facebook, etc.)

	Time
	Day 3 –26 October 2017

	09:00 – 10:30
	Session 9 – Members initiatives in cybersecurity
This session invites members to share the best practices on cybersecurity in the Member Countries for learning from each other’s’ strengths and experiences in terms of policy and regulatory perspectives. 
Moderator: (TBD)

Speakers:

· Members Administrations
· Cybersecurity regulators

	10:30 – 10:45
	Coffee/Tea Break

	10:45 – 12:15
	Session 10 – Industry initiatives in cybersecurity
This session invites members to share the best practices on cybersecurity in the Member Countries for learning from each other’s’ strengths and experiences in terms of industrial perspectives. 

Moderator: (TBD)

Speakers:

· Industry representatives

	12:15 – 14:00
	Lunch Break

	14:00 – 15:30
	Session 11 – International cooperation and collaboration 
The session is a panel discussion focusing on efforts and initiatives of the international community for improving regulatory frameworks for cybersecurity in overall and sharing cybersecurity technology.
Moderator: Mr. Masanori Kondo, Deputy Secretary General of APT 

Panelists:

· Members Administrations or International organization (ITU or UN ESCAP)

· Intergovernmental association/organization (such as ISOC)

	15:30 – 15:45
	Coffee/Tea Break

	15:45 – 16:30
	Session 12 –  Plenary – Way forward
This session will update the implementation of cybersecurity strategic action under the Strategic Plan of the APT for 2015-2017, and identify issues to be included in the draft Strategic Plan of the APT for 2018-2020.
· Update the implementation status of the Strategic Plan of the APT for 2015-2017

· Issues in the draft Strategic Plan of the APT for 2018-2020
· Any other matters


	
	Closing

· Closing Remarks by the APT and Bangladesh Telecommunication Regulatory Commission (BTRC)
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